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1984 George Orwell big
 

brother

Identity-based
 

public-key
 

cryptosystem: in 
order

 
to have few public keys

Adi Shamir: Identity-Based Cryptosystems and 
Signature Schemes. CRYPTO 1984: 47-53 

Identity-based
 

secret-key
 

cryptosystem: 
Louis Guillou, for French smart cards

 
in 

order
 

to avoid
 

problems
 

with
 

French law
 

for 
using

 
cryptography

 
in civilian

 
uses

Shafi Goldwasser, Silvio Micali, Ronald L. 
Rivest: A "Paradoxical“

 
Solution to the 

Signature Problem (Abstract). CRYPTO 
1984, 467 
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1986 Fiat-Shamir protocol
 

…

«
 

not enough
 

efficient for smart cards
 

»

And beginning
 

of my
 

research
 

about pseudo 
random

 
generators

 
with

 
minimal subliminal 

channel
 

(question by Gus Simmons and work
 with

 
Yvo

 
Desmedt)

Basic idea: generate
 

a random
 

number, use it
 as input of an one-way

 
function

 
and give

 
the 

output, then
 

prove
 

you
 

know the input 
without

 
giving

 
it
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1987

I described
 

that
 

one day
 

to Louis Guillou and he
 said

 
«

 
That’s

 
the right generalization

 
of 

Fiat-Shamir
 

». Surprise

We
 

wrote
 

a memo for a patent …

I wanted
 

to go at
 

CRYPTO ’87: some
 

lawyers
wanted

 
to avoid

 
because

 
I had

 
the new protocol

in my
 

head
 

before
 

the filling
 

of a patent …
I was

 
at

 
CRYPTO ’87.
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September
 

7, 1987: war
 

arms
 

of second 
category

 
(missil, cryptography, …)

See
 

septembre7.fr
The only

 
time the French army

 
really

 
uses 

such
 

arms
 

(in Tchad)

Filing
 

of a French patent  

We
 

received
 

very
 

soon
 

a letter
 

with
 

the order
of not speaking

 
about that

 
application

Thanks: we
 

obtain
 

the permission to patent it
publicly

 
in few months. 
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Contrary to the popular belief,
Ali Baba didn't say "Open, Sesame" 

to open his magic cave. 

He only had to say "Bruce Schneier".

papers

EUROCRYPT 1988: 
we

 
obtain

 
the permission to publish

 
very

 
late. 

Then, I sent our
 

paper
 

on time for 
submission. One month

 
later

 
the letter

 coming
 

back not distributed
 

…
 

Too
 

late. I 
sent it

 
again

 
with

 
an explanation

 
and …

CRYPTO 1988:
Curious

 
title: in fact, 2 papers

 
accepted, one 

about the identification protocol
 

and 
another

 
one, only

 
by Louis Guillou, about 

paradoxical
 

signatures. The chair asked
 

to 
combine, an impossible task. More: the 
published

 
paper

 
is

 
not the submitted

 
paper, 

nor
 

the final paper, but a mixing
 

of both
 

…
 And another

 
surprise:
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Another
 

recent
 

indentity
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Used?

Contract
 

with
 

RSA, inc

Novell uses the protocol
 

for NDS and Netware 
(100 million clients and about 4 millions of 
servers) in identification process

Serge Vaudenay
 

and al. just
 

proposed
 

to use it
 for current

 
electronic

 
passports

 
(RFIDsec

 2007)
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How much
 

did
 

you
 

receive
 

for this
 

patent?
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How much
 

did
 

you
 

receive
 

for this
 

patent?

From
 

the patent writing
 

office:
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Expiration: September
 

7, 2007

Enjoy
 

the desserts I sponsor during
 

this
 

rump
 session  (thanks

 
also

 
to Markus Jacobsson, 

Alfred Menezes and Dan Bernstein)

Then
 

use the so-called
 

GQ protocol
 (identification and signature) only

 
for your

 pleasure
 

and mine.

THANKS
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