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MULTISIGNATURES
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® Multisignature: Compact signature that convices a
verifier that a group of signers signed some
message.

s What about verifiability of the of signing!

® Where the need for this arises: Internet packet
routing, troubleshooting.




AGGREGATE SIGNATURES
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® Similar to multisignatures, but allows each signer to
sign Its owh message.

s This functionality allows signers to sign their order as
well.

® But constructions are less efficient than those for
multisignatures.




OUR RESULTS

S L L g+ o
P : . g -y
PeAA ._'-..‘;?,\'\ «

B Lot -~ A e e R L. e v ol . >
: BV AR PN v WO Ao o o Bt ATkt oo et L o e L L . L -l
o L T AR 0 T S A i W i s - o i AL % ':ﬁ. ) Ol R N BT B | i o ST LW L 3o s I, T - F .ot :
Al . A : 1A t{b S - S0y T o Sacd N J.Qr ‘; e ..A:.T.ts‘\}.“",,},, CATTIRL | SN "'m'-r'.WCT(G"(‘S AR Tkt " e ":’.I‘é:':';‘:"“

® We introduce : allows signers
to attest to both a message and signing order.

% VVe define a security model.

s Very efficient, pairing-based, non-interactive
construction (more efficient than all known
aggregate schemes).

® We prove its security under standard assumptions.
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® We also treat

s |D-based setting cuts out bandwidth and storage
associated with PKI here.

® We define a new security model.

® We give an efficient, non-interactive pairing-based
construction (signature size 3 group elts) and prove
Its security.
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® The construction does
as In
previous constructions.

s Applications include S-BGP route attestation.




